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BRNO FACULTY
UNIVERSITY OF INFORMATION
OF TECHNOLOGY TECHNOLOGY

Brno University of Technology

FIT BUT expertise ranges from cybersecurity, 4l, im-
age processing and computer graphics, automated
verification, CPS, blockchain technologies, big data,
embedded systems, robotics, AR/NR/XR, evolvable
hardware, NLP and speech data mining, HW-SW code-
sign of microprocessors for embedded systems, OCR,
sensor data processing up to supercomputing. Core
domains are followed by activities in the field of infra-
structure and applications, their use in transporta-
tion, healthcare sector, societal services.

Within the cybersecurity, FIT BUT offer its expertise
ranging from Forensics, Computer networks, Inter-
net security, Security monitoring, Al-powered threat
detection and hunting, Deception techniques, Block-
chain technologies, Deepfakes, Digital security, Hy-
brid-/ cloud environment security, Hardware accel-
erated DDoS mitigation, Self-defending computer
networks, Flow-based Encrypted Traffic Analysis, Au-
tomated network diagnostics, Analysis of IPFIX net-
work data, up to big data analytics etc.
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For more information, please contact: / NEE L& s5HHE:
Martin Jirovec / jirovec@fit.vutbr.cz

Advisor to the Dean for Development

and Technology transfer




CESNET

The 400GE SmartNIC designed by CESNET
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CESNET is the operator of the Czech national research
and education network providing connectivity and
IT services to academic institutions and government
offices. CESNET associates many briliant research-
ers to deliver excellent outcomes in applied research
and development of networking applications. Break-
through achievements contain, e.g., IP cores for high-
speed packet processing with 10, 40, 100, and 400
Gbps throughput. Our 400GE highly optimized FPGA
SmartNIC has been already delivered to market. The
packet processing and analysis IP cores can be used
with any FPGA-based SmartNIC. Our primary goals
are focused on high-speed network monitoring, traf-
fic analysis, and network security. Thus, we developed
a set of tools, such as ipfixprobe, ipfixcol2, and NEMEN
framework, to address high requirements of the high-
speed academic backbone infrastructure. Moreover,
we leverage our expertise in machine learning to im-
prove security detection and defense and to protect
our network.

CESNET 2R RERMRRHEABEAELS S  BEMHEEME
SRR ALE M R TERTE - CESNET &£&THZEFMIRA
S DIRHERAMANBEERARZETEESRE - REMER
RERE ARSEHERENIPZL - 551&10~4010051400
Gbps- #MrI400GEEEELHFPCAEERFEL&AETIHL
RET - HAREMAIFIPZOTT U EEMFPCARNEZ B R —
BEM - RMNFERIEZEEESRMABEE - REATMALE
Z2 Ak HMFEET—EIE  WMipfixprobe ~ipfixcol2fn
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BELR R R RS -

For more information, please contact:/ INEE % & 5555
Karel Hynek / hynekkar@cesnet.cz
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CZECH TECHNICAL
UNIVERSITY
IN PRAGUE
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Czech Technical University In Prague

CTU in Prague, the oldest technical university in mid-
dle Europe, presents only selected research activi-
ties close to the scope of CyberSeC fair. This actual
research scopes are organically transferred to study
programs offered in English, too):

Quantum key distribution R&D platform (Faculty
of Electrical Engineering) for testing QKD devices,
protocols, algorithms, KMS software, photonic de-
vice integration and student / expert training.
Network Traffic Monitoring Lab (Faculty of Infor-
mation Technology and CESNET) that focus on re-
al-time encrypted network traffic analysis based
on machine learning, detection of network secu-
rity threats, and creation of extensive temporal
network traffic datasets.

Embedded Security Lab (Faculty of Information
Technology) with main interest areas: Side-chan-
nel attacks and countermeasures, digital circuit
design, FPGN design, reliability and dependability
of cryptographic implementations, modelling, and
simulation, security analysis of pervasive devices,
probing security and post-quantum cryptography.
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For more information, please see:/ i TRELZ LN 528
cvut@cvut.cz
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CyberSecurityHub®?

CYBERSECURITY HUB is an expert cybersecurity or-
ganization founded by three universities (Masaryk
University, Czech Technical University in Prague and
University of Technology in Brno ). The hub shapes the
future through research cooperation, expert services,
and the development of cutting-edge infrastructure.

Our services fall into 4 main categories - product or
service testing, training and skills development, build-
ing an innovation ecosystem and support in finding
investments, including advice for cybersecurity busi-
ness development.

We provide these services at several levels, specialis-
ingin SMEs and public administrations. Their purposeis
to support digital transformation and their provisionis
publicly funded. Clients of CyberSecurityHubcz there-
fore subscribe to them completely free of charge.

Check our projects:
. European Digital Innovation Hub - CyberSecurity

. Czech National Quantum Infrastructure
. CyberCampus®?

CYBERSECURITY HUB H=FTKE (Masaryk University ~ Czech
Technical University in Prague F1 University of Technology in
Brno) £ERISZHIBRMBLELR DML - CYBERSECURITY  HUBEIRS
RS BRI AT EERRIEAIRE — B BE R

BB RTE SR AR R ——ERSRTAH  1EFIl AR AE %
BB RAERARRULBHIRENHE SFR{AKZS
BRNEHRS -

BRHNELERBEESREBRENER BHSEE2H/N
FEMAFTERPT - EEE MR SFRUEE  BERREER
B2 HALEE) FrlCyberSecurityHubcez & SR AR
HMEFER > Bt aelE S LIRS o

TEREMe LS

e European Digital Innovation Hub — CyberSecurity
* Czech National Quantum Infrastructure

e CyberCampus®?

www.cshub.cz

www.cybercampus.cz

For more information, please contact:/ MEFELEN BHE:
Roman Cermak/ +420 549 496 314 / info@cshub.cz
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Eago Systems

We provide Software development and Digitization
of the processes mainly for Armed forces, Insurance,
Assistance companies, Logistics, Telecommunication,
and Media. Our solutions include System for Assis-
tance Services, Al Search for Missing People, Sensitive
Asset Tracking, and Machine Vision based on 4l Image
detection. We service clients like Vienna Insurance
Group, Global Assistance, the Police of the Czech Re-
public, the Ministry of the inferior of the Czech Repub-
lic, T-Mobile, O2, and Magellan Aviation.

COgORRMERK - RIBFMRAR - FREABBEE LA E
BRSBTS - HINETASABAORS X
BB R EERINAREREEFNE R - RAMEFS
@EE RECHRBETD ERERBNERTARTRHNZ
EREEFEAFT-Mobile MM BZEEEFAFT02% » #2FH M
PRIERIE S -

WWW.eago.cz

For more information, please see:/ 8 TIRE Z & 5524
hello@eagosystems.com

13



At SpaceKnow, we are at the forefront of automated SpaceKnow 2 HEEMAOTHLERE  BEHFZEMEK &

satellite data analysis in precision-recall capabili- BERGENMODWRND - BMEUANIEZEZEEIEER
ty, multiple data source integration (UAVs, AIS...), and MEHBEBNREFMAEFEHAG SpaceKnowFHE B
scalability. We are global leaders in the quality of Al- T+ FHRBFEEERBRNANE ERMPNEELREM
based algorithms thanks to an entirely in-house de- F¥T EHE SpaceKnow Guardiang B EE& ST
velopment process, including pixel-wise annotations, B OBRE EHhHEERAMEBENES -

multiple machine-learning processes, and thorough
testing. SpaceKnow has ten years of history of cut-
ting-edge satellite data expertise which we offer
to our clients through our unique, state-of-the-art
SpaceKnow Guardian imagery intelligence analytical
software product.

= Monitoring active S 30-03-05

Pk
ol BiSatSalon

P32_883610

: — www.spaceknow.com
@y —w-d H ' — ! o ™ ¥ -

o . t og b By g—Yis ¥ 3

e bl Rk e e For more information, please see:/ S TfRE L& FFLHE:

info@spaceknow.com
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TOVENK

TOVEK PRODUCER OF A UNIQUE COMPREHENSIVE
ANALYTICAL TOOL In the European context, we are
a unique supplier of systems for analyzing struc-
tured and unstructured data for decision-making,
intelligence, investigation, and defense. We repre-
sent a unique source of capabilities (we have our re-
search and development capacities, we implement
and adapt products to customers’ specific needs).
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Customersin all security and defense sectors use our
solutions as critical systems and operational tools for
the ground forces, police, and security agencies. We
provide training for highly specialized personnel/an-
alysts working in defense and security, as well in the
civilian sector. TOVEK is a producer and supplier of
a software solution Analytical Research and Monitor-
ing System Tovek (ARMS) for the entire security sector

TOVEK

of the Czech Repubilic, including other state cooper-
ating units for more than 27 years. ARMS enables the
coordination of analysis and information sharing be-
tween individual components in offline and online
mode. ARMS is a Czech software solution independent
of third parties, constantly evolving according to
customer needs. ARMS is not a single-purpose solu-
tion. We provide our customers with a complete ARMS
life cycle: standard deliveries and development of
ARMS, including modifications according to customer
needs, tailor-made development, testing, technical
support, application support, TOVEK Academy - edu-
cation of analysts, workshops, IMZ Our solutions’ qual-
ityisalso evidenced by the company’s participationin
the EDIDP (European Defense Industrial Development
Program) project. We are the only Czech company
that has succeeded. Specifically, we participate in
the project PEONEER - Continuous observation of the
Earth from space with an automated interpretation
of information in real-time, including artificial intelli-
gence. TOVEK will co-develop software that will sup-
port analysts in recognizing elements, subjects, and
motion information through artificial intelligence;
maritime and land applications to improve deci-
sion-making processes.

TOVEK BRGE AT LANEESE EEOM R TERBL
FIREBCBBUANRR B B BEHENRRIBRFH
e - FPIRFTEBIFIRE SR (FRIFEEEERES » FMIRE
EFNFERKER MARER) - MAREMEHIIMNZSE
EAFMRE R REAMETR EENZ2HBHNRRAR
FHRIEL R-HMARMRZEZUNRARPINSESEELAL/
o ABIRHEET -TOVEK B AR RATRBERZMMPIRM £
IR FIBIE R4 Tovek (ARMS) BRIHRERTI RAVAE R FIHLIE
& R EEERR & EEBE274 - ARMS Bt STEREARFITE
BERATHASEATZEBNATAESIE Z - ARMS 2—E583z
RE=TMRRREFATIER RiF TEFRTEER -ARMS R
EERENEATIR . BAREFRHUTENARMSE B
ARMS RIRRAERZ S MBIEE - BIRIRIERSHIETES EFAIE
0 A SR RS TOVEK 26k - STenEE it
FHEIMZ BNERGERNEEEEBAT2 M EDIDP (BUNE
T ERATE) HESE TER - MR ——REUSHINRE
AT e RIS M2 HET PEONEER IRE— ¢ AZFF @
£ iR YA ERRERES ) BIFALTER -TOVEK i§ER
Bt SEAEER A TEER AR TEMERE &8L
AR B AR PR SRR AR o

For more information, please see:/ R TIRE & 528 :
info@tovek.cz
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\NHALEBONE

Whalebone is a cybersecurity company developing ze-
ro-disruption products for telcos, ISPs, and enterprises. It
provides millions of internet users a seamless digital life
protection, keeping them safe from malware, phishing
schemes, ransomware, and other malicious digital at-
tacks without the need to download anything. The com-
pany has repeatedly proven its potential by enabling T1
telcos to effectively protect their customers, while signifi-
cantly raising their revenue. Whalebone has more than
400+ customers in telecommunications and corporate
sectors around the globe and 100 team members with
representation worldwide. Whalebone's mission is to
bring cybersecurity to 1billion people.

WhaleboneR—RAEIEAR MR IR E B ERE
FREMNBKZEZRE -CABAEEHAAFRHETREN
Hramnd  REMMEIBEIRME  BENR - RN
Hith BEHFHENEE  MERF THEMRA - ZQEEZR
BRHEEBEN £ T FEERFEABIRERLZS  BERERL
MEKA - BB EZIREEMEZEMPIFAESR 400 Z2ZFFHM 100
BHEEFREHHEBKKE - WhalebonefifEaE R 10 AR
RPBERE -

www.whalebone.io

For more information or follow us/ 8 TR %= 5. » 555h 8 SU1E ©
sales@whalebone.io
@whaleboneio on Twitter (X) and LinkedIn.
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