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A national security strategy (NSS) is an attempt to define a right balance between the State’s 

interests, its ambitions, and its means and capabilities. But only very rarely do security strategies 

succeed in getting these elements into a right balance. If the NSS does not help to make the State 

safer and its population more secure, it is a failure.  

 

NSS defines our goals and ambitions as a nation that we want to project internationally. But is it 

just an exercise in preserving or defending something, or also an exercise in changing something, 

promoting something and making something happen? What is our level of ambition?  

 

Another goal of a national security strategy is public education. How can we use our security 

strategy to mobilize our populations vis-a-vis threats and challenges that we see as real but our 

public does not? Good security strategies are also public education exercises.  

 

A vision without capabilities is a hallucination. But if the goal is achieving consistency between 

vision and capability, why have so many national security strategies gone wrong? Major pitfalls:  

 

1. There is a difference between a situation of turmoil when our security policy must be 

fundamentally changed and a situation of continuity when existing security policy, which is 

basically right, must be fine-tuned. It is important not to confuse the two.  

 

2. The fallacy of preparing for the latest war instead of anticipating future developments. Too 

much stress on building upon past experiences.  

 

3. Trying to insure against too many risks and contingencies, too many risks identified, no sensible 

prioritisation, distracted attention. No real choices are therefore made.  

 

4. Too much driven by a need to cut budgets. Many NSSs are purely budget cutting exercises, 

usually dressed up as a bona fide intellectual exercise to reconsider the security environment. But 

in reality, it means lowering the level of ambition as a result of cuts in budgets and capabilities, 

not vice versa.  

 

5. Tendency of some strategies to be too purely national, looking too narrowly on national security 

and national priorities, as if provision of security was purely in the hands of national government.  

 

6. For smaller countries, there is an opposite temptation, especially in times of financial 

constraints: defining the nation as not being able to do much by itself and shifting the 

responsibility almost entirely to other players, especially international organizations. However, 

every national security strategy should be a balance between how much responsibility we give to 

international organizations and how much nationally we are prepared to do to share the burden. 

There is no responsibility-sharing without burden-sharing.  

 

7. Great conceptual analysis, but inadequately developed institutions and instruments of security 

policy to implement it (new security environment analysis but the institutional framework stays 



the same). An example is the rigid separation of responsibilities and powers of different 

government agencies, ignoring the disappearance of boundaries between internal and external 

security.  

 

8. Bureaucratic rent-seeking and competition between government agencies jealously protecting 

their positions and the power, money and jobs which go with it. Producing departmental 

strategies that are presented as fait accompli.  
 

9. One of the hardest tasks of a national security strategy is to create a process with sufficient buy-

in by various actors, a sufficient sense of participation, but also a sufficient authority at the top to 

make people see this as a collective exercise where the national benefit counts, not individual 

departmental benefits. Too many NSSs are heavily influenced by legacy systems – unavoidable but 

should be addressed.  

 

How to produce a good NSS? The process is more important than the outcome. Usually, the 

outcome is not revolutionary. Most of the problems are known. You are not going to invent 

anything totally novel. Most strategies are about balancing things.  

 

The process allows people to participate; allows them to let off steam. Such a person is then much 

more willing to compromise. The process is a key to consensus around the final product. 

Intellectual quality is not a key to consensus.  

 

An important element of success is having an independent threat analysis. Don’t let the people 

who are negotiating the text do the threat analysis. Inevitably, they would approach the analysis 

from the perspective of what they are able to do.  

 

The hardest and most important part is risk assessment. Do we look at low-probability, big-impact 

risks, or high-probability, small-impact risks, or high-probability, high-impact risks? To be valid, a 

NSS must be able to allocate resources to the most important risks.  

 

Use a B team to examine what the A team produces. Having a second opinion.  

 

Balancing the known knowns with known unknowns and unknown unknowns: The future will 

be rather like present. The underlying factors will be rather predictable and stable, but 

unpredictable crises will erupt every now and then. NSS must reflect on what is known and 

predictable but to keep flexibility to deal with the surprise unknowns, such as crises.  

 

A good NSS must balance national, regional, and international levels of responsibility and burden 

sharing. Don’t underestimate the national level and what you can do on your own and how you 

can contribute to a wider European security.  

 

Key features of the coming world:  

1. The American Century lasted only 17 years between the collapse of the Soviet Union in 1991 

and the collapse of Lehman Brothers in 2008.  

2. Resulting diffusion of military power. Others will have the same capabilities as we do. Arms 

races or arms control?  

3. Others don’t accept the same norms and values as we do.  



4. Development on information technologies allows individuals to inflict as much damage as used 

to be the domain of states. Borderless. Cyberspace is unregulated and uncontrolled by 

governments.  

5. China and India are to stay here as crucial players, unlike the old Soviet Union or Japan 

menaces exaggerated in the U.S.  

 

Most things covered by a NSS have not really changed (terrorism, proliferation, energy 

dependency). So it is important to focus on two things that have been really changing:  

1. Resources – a coming age of scarcity of natural resources.  

2. Cyber – our growing dependency on ever more complex communication and information 

systems. We do not know what the others have and how damaging it could be to us.  

 

One of the weaknesses of many NSSs is that they tend to focus too much on the world, on 

problems and issues, and too little on how we should change or reform our own structures in 

order to be able to cope with those issues. For example, the biggest threat to U.S. security is the 

U.S. debt.  

 

International technological interdependence is a good thing but generates vulnerabilities.  

 

It is not true that being a small country is being inevitably on the receiving end of all trends and 

developments. There are many small countries around the world that used their NSS to define 

very productive niches.  

 

Reviewing your NSS provides you with an opportunity to make not only Czech borders safer, but 

NATO’s and European borders safer. You have a role to play so, please, play it.  

 

Security policy should not be made by scaring people. The fact is that risk is inherent to life. 

Unfortunately, we have a society that is trying to abolish risk, which sometimes leads to absurd 

outcomes. The notion that we get scared so easily is a very bad signal to wannabe terrorists.  

 

We are going to live in an era of relative insecurity. We just need to deal with it. On the other 

hand, this generation lives in a fantastically more secure world compared to the generation of our 

grandparents (no risk of invasion, major war, or major societal disruption).  

 

Therefore, security policy is about proportionality. It is about being sensible about proportion. Let 

us not contribute to psychosis by deliberately exaggerating threats.  

 

Second thing is that we cannot avoid hits. The problem today is that attackers are anonymous and 

attacks unpredictable. We have to accept that time to time there will be some kind of security 

incident. The point is the ability to bounce back, to recover, to get back on our feet, to minimise 

disruptions as quickly as possible. We need to devote efforts to prevention but we also need to 

build basic resilience of our societies.  

 

Always two levels of threat: One is a sense of fatalism about the gravity and unavoidability of the 

threat. Another is that there are a lot of cheap, mundane ways of how to improve our security. 

Security policy is not just grappling with big strategic issues but often about dealing with little 

practical things.  



First of all, we should not pretend absolute security exists. Then we should tell people the risks we 

face are minimal compared to risks our grandparents lived through. But then there are many 

practical things about security we can implement.  

 

Move people around different government agencies and departments to overcome the culture gap 

between traditionally separated areas of security policy.  

 

In order to communicate security policy to the public, NSS should be written in a clear, simple 

language. Even if it meant having two documents – one short public, outlining basic principles 

and written in a layman’s language, and another more detailed internal, which spells out 

implementation items for the government.  

 

Security policy should become a part of public political discourse. There are loads of ways of how 

to publicize it – press conferences, prime minister mentioning it in his speeches.  

 

It should be a subject to party political consensus (engaging parliamentarians and media). No 

matter how good something is, if you did not participate in it, you are going to criticise it. If you 

have participated, you will defend it, even though you don’t agree with everything.  

 

It is a feature of democracies that they don’t take threats very seriously. It is about achieving 

balance between preparing the public without unnecessarily scaring it. Security strategies are 

primarily about preserving our way of life and the values that are important for us. 


