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Company Overview

* |nternational vendor devoted to innovative network traffic &
performance & security monitoring
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Flowmon Use Cases

e Network visibility, reporting & troubleshooting :
e Flowmon Probe & Flowmon Collector )
‘ \
e Network Behavior Analysis & Anomaly Detection : 'Ah
e Flowmon ADS ) —
|
e Application Performance Monitoring \ ‘Cli,
e Flowmon APM ) —
e Full Packet Capture : |
* Flowmon Traffic Recorder ) —
e DDoS Protection X @
e Flowmon DDoS Defender ) ’mmm




Technology Landscape
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What is Flow Data?

* Modern method for network monitoring — flow measurement
* Cisco standard NetFlow v5/v9, |IETF standard IPFIX

* Focused on L3/L4 information and volumetric parameters

* Real network traffic to flow statistics reduction ratio 500:1
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Flowmon Components

* Flowmon Probes
= Passive source of NetFlow/IPFIX data

* Flowmon Collectors
= Flow collection, reporting, analysis

 Flowmon modules (plugins)
= ADS, APM, FTR, DDoS, DR

NetFlow

NetworR Security FlowMon Monitoring
Anomaly Detection - |

Troubleshooting
Network Optimization

LAN/WAN with FlowMon Probes : %} Alerting, Reporting Hovicn AL
or NetFlow compatible devices Billing & Accounting

Network Visibility
Traffic Monitoring '
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Product positioning

Network visibility
& security

Perimeter End point

Gartne security security

Gartner last year stated that flow analysis
should be done 80% of the time and that CHECK POINT
packet capture with probes should be done ggéﬂmn
20% of the time. REPORT —

Recommendations
+ Implement the use of advanced flow-based 6 3 0/
data sources to allow better measurement of o

the user experience. OF THE ORGANIZATIONS
» Implement flow-based monitoring technologies

extensively, and leverage probes where detail IN OUR RESEARCH ARE

is needed. Using a single platform for both INFECTED WITH BOTS
makes management easier.



Infected Corporate Networks

c H Ec K POI NT OF ORGANIZATIONS HAD AT LEAST ONE BOT
DETECTED, COMPARED WITH 63% IN 2012

SECURITY REPORT

2014

IN 2013

OF ORGANIZATIONS EXPERIENCED AT LEAST
ONE POTENTIAL DATA LOSS INCIDENT

Prevention is not enough. You have to redefine your security
strategy and incorporate tools to support post-breach phase
by early detection and remediation.




ADS Methods and Approach

e Signature-less technology

= Advanced methods of artificial intelligence
a Bidirectional flows (client/server identification)
o Changes of network behavior in time
o Machine learning methods and heuristics
a Decision trees for monitoring of low & slow attacks
o Algorithms for finding clusters and outliers
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Flowmon A

DS Principles
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achine Learning
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The traffic not belonging to any internal network was.
detected (this may indicate spoofing). Transferred:
2.66 MiB, packets: 65 559.

‘The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 MiB, packets: 58 379.

The traffic not belonging o any internal network was
detected (this may indicate spoofing). Transferred:
2.37 MiB, packets: 58 266.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.6 MiB, packets: 65 415.

The traffic not belonging to any internal network was.
detected (this may indicate spoofing). Transferred:
2.36 MiB, packets: 58 086.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
5.04 MiB, packets: 125 924.

The traffic not belonging o any internal network was.
detected (this may indicate spoofing). Transferred:
3.60 MiB, packets: 88 749.

The traffic mmwmmumm
detected (this may indicate spoofing). T
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FlowMon Family Overview

FlowMon Solution

Network On Demand Network/
- Security Packet Application
Monitoring Monitoring Capture Performance

Flow DDoS

Protection
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Configuration Center l FlowMon Dashboard l FlowMon Monitoring
Center

User Interface



FlowMon Dashboard (FMD) _-—

 Combines widgets from different modules (plug-ins)
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* Application for NetFlow data storage and visualization

* Graphs, tables and form for further data processing

* Top N statistics (users, sites, services)

* Predefined set of profiles (views) for standard protocols
e User defined profiles (based on IP address or ports)

e Alerts, thresholds -
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* Intelligent reporting tool, exports to pdf, csv
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for last 12 hours.

il traffic for last 12 hours.

. Top 10 countries by data volume
—

Add new widget ...
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* Monitoring of HTTP traffic — analysis & detection
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Monitoring Center (FMC)

INTERNET

* Application recognition
NBAR2 support
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e Geolocation

w

= Automatically available in FMC and ADS
= |P address location shown by flag
" Integrated database — geolocation is available also offline
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Questions?

— Flowmon High-Speed Networking Technology Partner

| N | Networks

Hung Nguyen
Hung.Nguyen@Flowmon.com
+31624914056

Flowmon Networks a.s.

U Vodarny 2965/2

616 00 Brno, Czech Republic
WWWw.invea.com
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