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• International vendor devoted to innovative network traffic & 
performance & security monitoring 

• Company facts 

 Founded in 2007, 50+ employees 

 Headquarters Brno, Czech Republic 

 Strong R&D background 

• Achievements 

 Gartner recognized since 2010 

 Deloitte CE Technology Fast 50 

 Partnerships: Cisco, Check Point 

 500+ customers worldwide 

 

 

 

Company Overview 



2008 

• Network visibility, reporting & troubleshooting 

• Flowmon Probe & Flowmon Collector 

2009 

• Network Behavior Analysis & Anomaly Detection 

• Flowmon ADS 

2014 

• Application Performance Monitoring 

• Flowmon APM 

2014 

• Full Packet Capture 

• Flowmon Traffic Recorder 

2015 

• DDoS Protection 

• Flowmon DDoS Defender 

Flowmon Use Cases 



Technology Landscape 



• Modern method for network monitoring – flow measurement 

• Cisco standard NetFlow v5/v9, IETF standard IPFIX 

• Focused on L3/L4 information and volumetric parameters 

• Real network traffic to flow statistics reduction ratio 500:1 

What is Flow Data? 

Flow     data 



Flowmon Components 

• Flowmon Probes 

 Passive source of NetFlow/IPFIX data 

• Flowmon Collectors 

 Flow collection, reporting, analysis 

• Flowmon modules (plugins) 

 ADS , APM, FTR, DDoS, DR 



Product positioning 

Network visibility  
& security 

Perimeter 
security 

End point  
security 



Infected Corporate Networks 

Prevention is not enough. You have to redefine your security 
strategy and incorporate tools to support post-breach phase 

by early detection and remediation. 



• Signature-less technology 

 Advanced methods of artificial intelligence 

 Bidirectional flows (client/server identification) 

 Changes of network behavior in time 

 Machine learning methods and heuristics 

 Decision trees for monitoring of low & slow attacks 

 Algorithms for finding clusters and outliers 

 

ADS Methods and Approach 
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Flowmon ADS Principles 



FlowMon Family Overview 

FlowMon Solution 
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User Interface 



FlowMon Dashboard (FMD) 

• Combines widgets from different modules (plug-ins) 

 



Monitoring Center (FMC) 

• Application for NetFlow data storage and visualization 

• Graphs, tables and form for further data processing 

• Top N statistics (users, sites, services) 

• Predefined set of profiles (views) for standard protocols 

• User defined profiles (based on IP address or ports) 

• Alerts, thresholds 



Monitoring Center (FMC) 

• Intelligent reporting tool, exports to pdf, csv 

 

 

 

 

• Monitoring of HTTP traffic – analysis & detection 

 



• Application recognition  
     NBAR2 support 

 

• Geolocation 

 Automatically available in FMC and ADS 

 IP address location shown by flag 

 Integrated database – geolocation is available also offline 

Monitoring Center (FMC) 
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